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AnbTepHaTUBHI 6ayeHHA 3B'A3KY iHPpOopMaLinMHOI Ta Kibepbesnekm

Cybercrime Cybersafety

Information Security

Application Security

Cybersecurity

Cybersecurity

Network Internet
Security Security

Digital Security .-~ y

Critical Information Infrastructure Protection

BauyeHHsa ISO (ISO/IEC 27032:2012) BayeHHs Gartner (2015)
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[MoyaTok KibepBiNHMU

BTOprHeHHS

VPNFilter eoe

2018 2022

BlackEnergy Industroyer notPetya

2016 2017
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O BTOPrHeHHs

3NamMytoTb

Ta Komy A noTpibeH .
TiINbKM KPYMHUX
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O BTOPrHeHHs

3NamMytoTb

Ta Komy A noTpibeH .
TiNbKM KPYMHUX

Macosi aTaku
3a4inatoTb YCix

LlinecnpamoBaHmx
atak meHw 10%
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O BTOpPrHeHHS

diHaHCOBO-BMOTMBOBAHI

: § i ; ; i : § i HediHaHCOBO-BMOTUBOBAaHI

OanHakm Niobuteni EHTy3iacTn
Jep>aBHi |peonorivHi
KibepBiMcbka XaKepcCbKi yrpynyBaHHS
HoBauku XyniraHu OpraHisoBaHi

Kibep-yrpynoBaHHs
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O BTOpPrHeHHS

Hanbinbl MacoBi aTakM — KPUNTO3AMPHUKK (ransomware)
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[licns BTOPrHEeHHS

diHaHCOBO-BMOTUBOBAHI

HediHaHCOBO-BMOTUBOBaHI @ @ @

OanHakm Nrobuteni EHTy3iacTK
|peonoriyHi Jep>kaBHi
XaKepCbKi yrpynyBaHHS KibepBincbka
HoBaukm XyniraHum OpraHisoBaHi

Kibep-yrpynoBaHHsA
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[licna BTOPrHEeHHS

XaKTUBICTM 3/1aMYOTb BCe YKpalHCbKe, Lo
«HU3bKO BUCHUTb»

GUARDS

IZB NOV 2022: CYBERKNOW CYBERTRACKER: RUSSIA - UKRAINE WAR

Name Actions Comms. |Comms | Support |Name |Actinns Comms.
Squad303 (Anon) DDoS/ISMS Twitter

GhostSec (Anon) Hack Twitter GhostWriter Hack UNK
Telegram (SandWorm __________lHackWioer
KelvinSecurity Hacking Team Hack Telegram Gamaredon Hack/Wiper UNK
Dox/DDoS Telegram DEV-0586

Belarusian Cyber-Partisans Ransomware  Twitter
BeeHive Cybersecuri
Stand for Ukraine Hack/ DDeS  UNK

HackenClub DDoS/hack

DumpForums Hack Telegram
fstudenteyberarmy ___________[bDos_____|Telearam |
Onefist Hack/OSINT  Twitter
Hack/DDo$ Telegram
CyberSoldier DDoS Telegram
[CyberPalyanitsa______________[DDos | Telegram |
Haydamaki DDo$ Telegram
Ciberwars _______________[DDos_____|Telegram |
DDoS Telegram

Telegram

DDoS/Deface Telegram

Op Anonymous Italia Reborn Hack Twitter

[SaintJavelin_______________[Psyops | Twitter ]

National Republican Army - Cyber Ransomware N/A

o [DDoStHack | Telegram |

X3cybersquad (Anon) DDoS/Dox
HimarsbDbos ~~ [DDoS  [Telegram |

Hambinbll MacoBi aTakm

ZOV cyber army HackiPsyops. Telegram
Ukraine
Info Front VoZzdie Psyop/DDo$S Telegram (WETLEY
Telegram |Ukraine
Legion DDoS Telegram [F/113¢

Telegram JUNK

NoName057(16) DDoS/Hack Telegram
ZSNOSINT

FRwLteam Hack/iDDoS Telegram [F/11¢
zana lHack _________[Telegram JUNK
RedHackersAlliance DDoS Telegram |F//11¢

DEV-0665

FancyBear/APT28

IT Army of Ukraine DDo$ Telegram

Internet Forces of Ukraine m

US CyberCom Hack UNK

g Hack

Curious George Hack UNK

Turla APT

SaintBear/ TA471

Space Pirates Hack

Wizard Spider (Trickbot Crew) Calisto Hack UNK
Annnymous Russia Telegram Ukraine UK NCSC Defence UNK

KEY:
Phnamx DDoS/Hack Telegram Total Groups
[DDoSHack _____|Telegram
ALtahreaTeam DDoS/Hack QG el lRemoved
1877Team DDoS/Deface QO Ol llPro-Russian
[aBotDDos (Mira)  |DDos/Botnet _[Telegram |Pro-Ukraine
Osminogbotnet DDoS/Botnet RO L UNK
Russian Hackers Team DDoS Telegram
DDoSiaProject _________[DDos ________[Telegram |
raknetDDos Division  [oDos ~ [Telegram |

Is for New Groups

- DDOS
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[licnga 3namy

MNepLie 6aXkaHHA BisHecy — 3HAUTM aTaKyHOYUX

Yl - ‘
imgflip.com P e
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Micnsa 3namy

MNeplie 6axxaHHA BisHecy — 3HAUTU aTaKyOUMUX MNepwa nopaga ansa 6isHecy - nepebynyBaTu
Kibep3axmcT

imaflip.com

o R - % | makeameme.org
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Kibepbesneka 6a3yeTbcsa Ha TPbOX KUTaX:
NOAMU, NPOLECKU Ta TEXHOMOTII

Process

Success

Technology
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Kibepbesneka cTana O4HMM 3
roJIOBHUX NpiopuTeTiB Anga bisHecy

Allianz
World Economic Forum
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5 npaBun KibepririeHu

[1na nogen [1na komnaHin

= [JOCTIMHO OHOBJ/IIOMTE CBOE NPOrpaMHe = [lOCTIMHO OHOBJIIOMTE CBOE NpPOrpaMHe
3abe3nevyeHHs, 30KpeMa 3aXMCHe NporpamMHe 3abes3neyvyeHHs, BKIOYAOUYM KEPYBaHHS
3abe3neyeHHs BUMPaBNEHHAMM

= BcTaHoBAOMUTE CKNaAHI | HeBepbanbHi Naponi, = Peanisynte NoniTMKy NnaponiB He TiNbKKM HA
He 3N10BXMBaNUTE HUMU - BAKOPUCTOBYUTE nanepi

sl T o = BukopucTtoBymTE ABOPAKTOPHY

" BuKopMcCTaHHA ABODAKTOPHOI aBTEHTUOIKALLIT aBTeHTUIiKaL O BcepeanHi KOMMNaHil Ta Ans

" BuUKOpPMUCTaAHHA LWUMPPYBaAHHA CBOIX KJTIEHTIB

. ) - v
= Pe3epBHE KOMIKOBaAHHSA BaXXJIMBUX AJOKYMEHTIB BMKOpMCTOByMTe LIJMd)pyBaHHFI

= CTBOpPEHHS npoueayp Ta npouecis
6e3nepepBHOCTI Ta NOM'AKLLUEHHSA HacNiAKiB
(BCP/DRP)
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e S MpaBuU/

[1nsa nogen

BUKOPUCTAHHSA NiLEH3IMHOro NpPorpaMHoro
3abe3neyvyeHHs

He HaTUCKaMTe Ha HE3HAMOMI MOCUNAHHS |
dannn B eNeKTPOHHUX IUCTaX, MeCeHaxKepax -
LLLe pa3 nepeBipTe AXKepeno IX OTPMMaHHSA

He BUKOPUCTOBYMTE 3ara/ibHOAOCTYMHI Mepexi
Wi-Fi pna nepepadi Baxxnmeol iHGopMalLiil Ta
34iMCHEeHHA naTexiB 6e3 WwndpyBaHHA

CTBOpPITb OKpeMy BaHKIBCbKY KapTy A4
PO3pPaxyHKIB B IHTEPHETI

He nybnikymte Ba)knnBy, MPMUBATHY
iIHpopMaLito B colianbHUX Mepeykax (aHi
HapPOAXKEHHSA POAMYIB, Balli CTaTKU i

MicLe3Haxoa>KeHHs)
GUARDS

KibepriricHu

[1na komnaHin

= CTpaxyBaHHA KibeppM3UKIB

= [ligKJOYITb 30BHILIHIM KOHCANTUHT 3
Kibepbesneku

" BuBYEHHSA 3aKOHOJZABCTBA, CTaHAAPTIB Ta
BUMOI PerynatTopis

= CninkymTecsa 3 KJiEHTaMM Nifg vac i nicaga atak

» BigcTexymTe Nigo3piny akTMBHICTb/aKTUBHICTb
y Balin iIHPPACTPYKTYPI

10guards.com
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HaKyro 3a yBary!
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